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Table 1 Private information security risk assessment

index system

N 5k
B SR BT
S G v e
S WA
BAERE Y
o 2 JX
WA U
i 55 ik
VRiGiry i
55 s 415 it A AE BTl
A B
A 2475 1) i L

1.3 {EFRNETE

XFPEALG R R AT 5T 3R 1 R EFS b o
S = sy ,8,,8,8, 1 BPHEZE 4 USSR 43 B PO > A BRI
B RKIE T i eSS B e i , 5 s, AR
IR R w; o Sy = {syy st 40 s, RGP 2 D IFAL
85, 5 sy MR AL R w); o LA R 7 2R
Bes, .S, .S, MHITEAHNALE .,

TEXT RN A5 B Ze 4 B A7 PFA, B, A [ JRURS:
R A1 PR K, B o i &R B0 AL R 1T
1+%: 12 l3]o

1 H B G AT 5 PRI, S o A s R
Ak PR XUES: F8 s A . X RGE B m
H s SR MEARIE plph, o pl 0 pis T H

Y pi= 1 B AR (3) Kl

B ==k} pilnp] (3)

RPN T

(1) HEfett: B(x) 20

(2) T I R R R

(3) S 1 p = 1 BRI A7 4E BOp
phpl) = 0, IR RSRAHE

(4) BAYEAE p', = - DR RGERIHES

R HKAE B(py,ps,ee,ph) = Inm

FEX () 1545 B(py,phs--p,) < Inm ( B(pl,
Pyscspn) = B(pi,py,oeip,,0) (B(XY) = B(X) +

q§)ﬁﬁﬁﬁe%ﬁ:

B(p\,ph..pl) == Y pilop! (4)
i=1

WAL BE AT R DR N W K B iR 22
HegL W VA TR bR r, STHF I p A AR 220K 0
SR VT A 46 b AR R VA o i FR R
B RV DA 18 B B 0T 25 46 B SCHRF B2 38 — 2, WA
SV B e KA, A T 25 Fi R A A A [ A 45 A
JRCIRSE JBE R 0 8, WA S8R AN G, R s 3 25 i 0 A

720,
i 8 B(pi.ps,-eopy) = Zp’lnp AGERA

FPRERE o RIS AR (B R 0 ) *ﬁUE’J THOLT
(ERHRT B, AU AT i A B Xk IRUBS: A A A T AR
XN, T LA RT3 5 A S SR A A [ DA 8 B A AL
IRV PR X T Al R 2R 4% 98 A 119 S B
Py EM . VAR r, AUARXS B AR R AT (S
@T%O

B, =- Z{Piﬂnpﬁj (5)

WA FO B (PR TT LA Y, R B R Inm

i Lnm 52O RG0SR
SR r, B MG T, 1

Srd WAL (6)

3 1AM A, €A 5 K 0 £

IR VP A 45 B X IR VP A 25 R B

A 1 - B, 6 AU WA 45 bR G 7 6 )

L b KR £ B 0 ARG W, T

K (7) K

1 -E,
Wy=—"" (7)

m—ZE
1.4 *%ﬁ%hﬁmﬁﬂhﬁﬁﬁ

56 AL AR B 4 KU PA 48 A A A o )
T IETEA T B R It 15 0 T AT KU 15

WU = {u,uy, -, AFELE, u, ,q = (1,
2,0, k) AR, U = fuy,uy,uy,uy,us b o
wy ~ s HRUARGRAAR XU, AR KU | — i XU | e JRL

R AR KBS . I D(U) = {d(u,),d(u,),
d(u,) | HBFREN u, 4 0K e FE
WKHEVTASE [(u,) FRICAT{F B

é(u,) = CZl<u,1) (8)



174 B2

AR

5 T R 19 %

HIHE S BN 25 R 45 15 it A 17 0 XU A
HHEAXY

R = 3 D(u)é(n,) (9)

1.5 ZEZFWZEREEREERRXEETE

FESC RN H 38 T A 2 2 EE X R AR
BT . Ll E AR N R %S F S
X RN BT i , A BRAR B 25 R 5 858, %
TN FAE AR B AT A 2%, (1 A945 2] 45 S AR IR 25 2%
— B e T e

FEXTIEFAEAT B A AT T N TR 2 R
FIRW LN H = {H, H,,--- H, | A
B = i g C, 7= A5, s b Wi & A
AIREPERC I H,, 5800 MR R B e H,  H 5
H,, Y978 0 ~ 1 i B U, BUEER AR , DAk 52 i i
/N

TEBRSFEEBE N B & AR FRR R

M

P(r,) = Pz 1= TT0 - Pecu) 1 ITH,

(10)

X(10)H, P(Z,) Fn% e MEERAERR,
Bl T, (e = 1,2, N) XF L F0 55 A 4R
aHh C, = { C,,Cy, ’ng‘/[% ,’ff%:ﬁﬁg%)ﬁ C.y Bl
o T, FIRT—HE AR A, Ul 2 77 A B 52

Y(Tg) = Z,l {[P(Cgm)f[Haj] (Dswlf[H/'j)} (11)
(D), D,y FoRMESS KU IR

T F RSB B FE AT T, AT 2R B R i 2y B
USRI
sz =23 3 {[reen ] (2.0]0) )

(12)
H IR H AT T B S , FASE (5 B

Z W RBSAE R X (13) 2R
R =R(Z,T,C)[1 -E(Z)] (13)

2 KWAERKSH

2.1 ARIXTFTEZEBISH

BASERL 055 B8 2 W R 7R AR S5 0 2 4
DBl i e o 25T, A BRATE S8 K006 2 T Il 5
B RE s Bl | 45 268 i 55 et A B e ) 28 o 25
JRUE o

PR A SO X ez MR AT PG . B
RO N A Y7 A SR U R AL =N g e L Y
AU, &R LR 2.

®2 RERXEITHERUE

Table 2 Weights of safety risk assessment indicators
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Privacy Information Security Risk Assessment Method Based on
Cryptography Theory
XU Qin-bai, WANG Cai-fen "
(College of Computer Science & Engineering Northwest Normal University , Lanzhou 730070, China)
[ Abstract] In order to solve the problem that traditional methods do not consider the inaccuracy of the evaluation

results of the prevention and control measures against private information, the risk assessment method of private in-
formation security is studied by cryptography theory. On the basis of calculating the risk value with the asset-threat-
vulnerability as the core, the function of security prevention and control measures is introduced to analyze. Accord-
ing to the relevant principles, the hierarchical risk assessment index system of private information security was es-
tablished, and the weight of each evaluation index was calculated by entropy coefficient. The risk value was calcu-
lated without considering the preventive measures, and the risk value was calculated after the privacy information
security was protected by cryptography theory. Combining the two, the risk value of privacy information was ob-
tained after considering the preventive measures under cryptography theory to realize the risk assessment of privacy
information security. The results show that the proposed method can effectively realize the risk assessment of private
information security, and the risk assessment results of the proposed method are accurate and reasonable. It can be
seen that the proposed method is accurate in evaluating performance.

[ Key words] cryptography theory

private information security risk assessment methods



