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Table 1 The depenmencies along different scanning

patterns existed in DCT coefficients

K2 CorrAvg_inter CorrAvg_intra

G144 Hilbert [IIZRAT4 zigrag 534 Hilbert 24
UCID  0.868 4 0.8719 0.3127 0.338 7
BOWS 0.8919 0. 898 8 0.293 6 0.314 0
BOSS  0.924 1 0.928 4 0.284 3 0.304 3
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Table 2 High dimension features F

PR A (m,T)&(m,T,r) A%
Cat e, ) (5,1) (4,2) (3,3) 32 +81 +64
C ety () (4,2) (3,3) 81 +64
Booen (4,2) (3,3) 81 +64
dy, - dy ) i)
CH ey (J) (4,2) (3,3) 81 +64
Cohveas () (5,1) 32
F, CZ .40 (4,2) 81
CP ip.a3 (J°) (3,3) 64
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. Choay () (2,10,11,2,3,4}) 121 x4
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Table 3 The experiments of two steganographic methods

BE I AR (BPAC) CC-JRM  CF*  CC-PEV R30J5ik

0. 05 0.638  0.633  0.598  0.609
nsk5 0.10 0.757  0.753  0.723  0.754
0.20 0.908  0.914  0.904  0.917

0.01 0.633  0.594  0.591  0.625

MB2 0.02 0.740  0.686  0.685  0.709
0.05 0.915  0.887  0.877  0.903

0.01 0.657  0.620  0.578  0.630

PQ 0.02 0.798  0.774  0.699  0.780
0.05 0.950  0.890  0.852  0.908

YASS(70) 0.169 0.959  0.928  0.828  0.875
YASS(75) 0.181 0.921  0.904  0.780  0.849
FRIEAERL 22510 7 850 548 2 846
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[ Abstract] At present, most JPEG steganographic methods embeded secret message by changing the value of

DCT coefficients. The embedding method was bound to affect the dependencies existed in DCT coefficients. So it
was necessary to make use of the dependencies existed in DCT coefficients in steganalysis. Co-occurrence matrices
were a common tool to extract the dependencies existed in DCT coefficients. The coefficients must be scanned be-
fore extracting features using this tool. The most JPEG steganalysis methods used line scanning or column scanning
and studied less on other scanning patterns. So they didn’t make the most of the dependencies existed in DCT coef-
ficients. In view of this problem, it presented an novel JPEG steganalysis based on coefficient dependencies in the
paper. The inter-block and intra-block depenmencies along different scanning patterns existed in DCT coefficients
was analyzed. High orders co-occurrence matrices were applied to extract different orientation and distance depend-
encies existed in inter-block and intra-block DCT coefficients as features. The experiments on four steganographic
methods which had eleven embedding rate showed the detection accuracy of this method was improved obviously
compared with similar low dimensional feature method, and this method could effectively control the feature dimen-
sion without significantly reducing the detection accuracy compared with similar high dimensional feature method.

[ Key words | dependency co-occurrence matrix

steganalysis JPEG compressed domain



