W78 HS5W 200742 A
1671—1815(2017)005-0247-05

B R 5T R

Science Technology and Engineering

Vol. 17 No.5 Feb. 2017
(© 2017 Sci. Tech. Engrg.

k35505 75 R EE T B HE2) A 12 5
A€ DA T T B 5

& o

7 X &

CRBIN Toll 37 B AR A= B AR B FAR 0! WL TR B, #M 451100)

i B OEHGREXETRE N R BEENEGEA G FIRE D S MR ER R, E R 533 s N & T o K
RRER, TN NGFEHATER N E MR, RE—HETENRRFHNRREMRN R LRI, ERERT
EHGEETETRENEHINGERMGREE T &, N RN RN HEHTHOE ENE W AR RAELLEMN
], 3 1 W AL R A AT SR A AT B, R R AT R I e R I B, LA R E AT 4
ANE BN IR LA AR o 3 A0 R A0 T AR T kBl R B R R /N R B R R R AL A A

K] Ay HRFHETWE N AWK
Pk 2 TP393.08; SclikbRaRS A

B LB 2, ANTE TAR A TG B 20
DRHEE T HIRM o W28 2 F AT 1A SR A5 B A AR A
TCEEM R RN, i ok TRk B2 2 e R,
I T A AR 2R BN Wy st TR M 2 R A,
AR ST MR IR T 28/ MESh B MR BA RS
RIS O P58 (5 L, AL GETT I AR B AL 2N
Poah ol A= i A7 B 250 BP #2228 05
T A RS PR A AR A B R R R
X IR W A5/ N /N DI 20 500 ARG 00 I o 1 5 A 5 K 42
i RERHR E A A MR (RS R Ok R
e BN IR XN B U A S
TRANR VR E DEASIN N, AN BEAR 4 Tl HAR IR RE
IR

AR — T A W) e B AR U (A
AR GEit, e Al T AR R S WA R T M
2%/ NI AR E L AL I B BE A F 3, R 5
SEPEF G UCECH) RS o W ARG R GE 0 B
AR T AL B, RAUL A ) G e AR G AL BEAL
AT RS TR, 88 e A W S U A
G B AN AR A B o B AT SR AT R

2016 4E 8 A 21 HULF

TR AR SRR S RHE H (15B520036) BEB)
SRR I (1984—) 35, UM, T e R A, AL BF
A, SEEG I BIFFETS ] AL LN 4% 2 4 R T AR E-
mail ; jiangsuai951@ 163. com
UM H b, DRE. ARSI M4/ S AR IR
ERAI I EIFELT]. B EOR 5 IR, 2017, 17(5) « 247—251
Jiang Shuai, Luo Tianxin. Design of Intrusion detection system for intru-
sion detection system with small disturbance[ J]. Science Technology and

Engineering, 2017, 17(5) : 247—251

NAZ IR AL AR

BARVCIE, TR 1 51 74 38 T R 45/ N3l i A
R L AR o A% S i ECK R E B th 1
A 1 A ST BN 1y 50 R P R T B2/ R 3l
AR 5 ARG
1 ESIREIME T ME/MIZINE

IR RE (i f il 2 i T

FER/ NS B A R IR R T AR
YASE BRI B PR R e A R, LR
RE I, B B P RGOS D R 3¢, DA
SO FIR IR , 52 BUR /N3 AR 19 7
forl
L1 ABRERA T RSRE iR

VLV 3 FRGLI A 29 5D M SR8 45/ 4R
PR AR I R G PR BT 6 AL i A
He il e SAS PIAE b IR B I 4
e BT e, AP 1 TR

S Ay ) U S B NS A
PRI ST A B VA B B, A AR
For I 3 A5

i

Hohw
firth

N

KL AR IR GEbE R Be i

Fig. 1  Intrusion detection system hardware design
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Fig. 2 Intrusion detection system software design
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Table 1 Accuracy of data contrast
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Fig. 3 Two kinds of algorithm accuracy contrast curve
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Table 2 Non-response rates data
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Fig. 4 Non-response rates convergence curve
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Fig. 5 Non-response rates convergence curve method
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Fig. 6 Network attack invasion small disturbance signal
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Design of Intrusion Detection System for Intrusion Detection System
with Small Disturbance

JIANG Shuai', LUO Tian-xin’
( Zhengzhou University of Industrial Technology Modern Education Technology Center' |
Mechanical and Electrical Engineering College® , Zhengzhou 451100, P. R. , China)

[ Abstract] 1In the non uniform noise environment, the intrusion of small disturbance data in the network has the
characteristics of small signal amplitude, strong attack and so on,the traditional method of disturbance intrusion de-
tection of low accuracy, high failure rate of small, the accurate localization and detection of the small disturbance
source can not be carried out. A design of intrusion detection system based on biological immune system is presen-
ted, the software and hardware platform for the intrusion detection of small disturbance in the environment of non
uniform noise is set up, preprocessing the data of input detection system , information processing mechanism of simu-
lated biological immune system, by constantly updating the rule base to identify the “friendly” data and “non
friendly” data,Finally, affinity calculation and data matching, localization and detection of small disturbance intru-
sion in the environment of non uniform noise. Through simulation experiment, the proposed method can effectively
accomplish the localization and detection of small disturbance intrusion sources.

intrusion

[ Key words] heterogeneous network small disturbance in noise environment biological immune

detection



