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Fig. 1 The tree-structured network model
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Table 1 The symbol definition of the process that
the establishment of network active defense
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Fig. 2 The process diagram of the establishment of active defense
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Big Data Network Intrusion Traces of Process Data
Monitoring Method Research

ZHANG Kai
( Chongging Meteorological Bureau,Chongqing 401147 ,P. R. China)

[ Abstract] Big data network data size, traces the process of intrusion data monitoring efficiency is low, often
some data with invasion of trace characteristics under the environment of big data, characteristic gradually fade out,
under the condition of current method can’t played down the characteristics of accurate gathering trace data, unable
to form for monitoring data and trace data, the relationship between the monitoring efficiency and low accuracy. A
kind of big data network was put forward based on fuzzy clustering probability of process data monitoring method ,
the trace of the collected data into frequency domain signal, the spectrum and power spectrum analysis, according
to the time change amplitude convert them to change with frequency power. Using Kernel principal component anal-
ysis to trace data signal characteristic extraction, using nonlinear transformation to trace sample data signals from
the input space is mapped to high-dimensional feature space, in the high dimensional feature space by PCA to trace
data signal in the frequency domain feature extraction. Build a mathematical model to simulate the characteristics of
fuzzy clustering probability description, treatment of monitoring data and trace data between the characteristics of
the fuzzy clustering probability calculation, by comparing the measure theory makes big data in the process of net-
work intrusion trace monitoring data is complete. The experimental results show that the proposed method is not on-
ly less time required, and monitoring of high precision.

[ Key words | big data network the invasion process trace data monitoring
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A Security Communication Strategy for WSNs with
both Active and Passive Defenses

SUN Jia-wen, YANG Bo, JIA Xin-chun
(School of Mathematical Sciences, Shanxi University , Taiyuan 030006 ,P. R. China)

[ Abstract] Because of its nature features such as openly communication channel, resource-constrained nodes
and randomly deployment, the problem of security is facing challenge for wireless sensor networks. In this paper, a
security communication strategy which possesses both active and passive defenses is proposed, for the problem of
some applications of WSNs which are always placed in dangerous environment that requires high safety. By combi-
ning the technology of active defenses which adopt encryption, decryption technique, signature certification, integ-
rity identify, and with passive defenses of transforming the base-station to create a relatively safe operate environ-
ment for network. The performance analysis shows this strategy can reduce the possibility of the network under at-
tack, decrease the effect of attack, improve the network anti-dilapidated ability and prolong the lifetime.
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